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Abstract

The handoff between Access Points is mandatory in a wirelessnetwork. However, the
delay cost by the re-authentication during the handoff process is normally much bigger than
mobility management itself. The long delay increases the possibility of packet loss during the
handoff process and it is harmful to applications which are sensitive to packet loss. The long
delay itself is also deleterious to applications like VoIP.There are approaches to reduce the
delay caused by the handoff. To reduce the delay also means toincrease the performance of
the handoff process. This paper analyzes these existing handoff technologies by scope and the
type of authentication, tells how different approaches achieve optimization and also suggests
a new approach in discussions section.

KEYWORDS: handoff, performance, Access Point, scope, wireless network, authentica-
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1 Introduction

The key application of the future mobile network often seems to be interactive and a support for
Quality of Service (QoS) is needed. A seamless handoff between AccessPoints (APs) is often
considered to be compulsory in the future mobile network. It provides the foundation to support
above features when Mobile Nodes (MNs) move between APs.

Operators are normally very sensitive to security of the handoff process. First, non-authenticated
packets bring threats to the wireless network, e.g. the possibility of denial ofservice (DoS) attacks
to servers other than APs. Second, non-authenticated packets also means loss of money to some
operators. Finally, the wireless security protocols which are used currently are normally designed
to do authentication at every AP, e.g. the wireless LAN security protocols [6] and the Global
System for Mobile Communications (GSM) uses the same key for authentication inevery base
station.

When doing handoffs, some packets may be delayed or even lost because of the handoff delay.
The first source of the delay is from mobility management. This cost is mandatory and how
to reduce it lies on the design of mobility management protocols. Another tremendous source
of the delay is re-authentication. The authentication normally needs the assistance from another
server or third party, e.g. Public Key Infrastructure (PKI) or an Authentication, Authorization and
Accounting (AAA) server when using symmetric key cryptography or self-managed certificates.
The communication between the AP and another server or third party costs toomuch and leads
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to a result that re-authentication might cost much more than mobility management. This type of
delay of re-authentication in handoffs is harmful to seamless services in wireless networks. For
instance, voice over internet protocol (VoIP) requires the one-way transmission interval must be
less than 400 ms while the quality of this service becomes better when the one-way transmission
interval is less than 150 ms [26]. But according to measurement data by Mishra et al., the delay of
a full-authentication with high latency is approx 800 ms [19]. Obviously, this authentication delay
is too long to VoIP application.

There are several approaches which try to improve the performance of handoffs by amending
the mobility management protocol or reducing the delay of re-authentication. Some approaches
even combine these two together. We believe that the design of these approaches affects the suitable
scope of the approaches themselves. In this paper, we compare different approaches around IP
layer by following factors: how the performance is improved, and how the suitable scope & the
authentication methods are affected. We also introduce one new approachin the discussion section
based on our comparison.

In this paper, we focus on AP and handoffs. In some parts such as Mobile IP in section 4.1
, Access Router (AR) is used instead of AP because the original references use AR. In this case,
we assume the AR also acts as AP. Similarly in some parts, handover is used instead of handoff
because the original references use handover. We assume the handoff and the handover have the
same meaning in these cases.

The rest of the paper is organized as follows. Section 2 introduces the relationship between
scope and mobility management in handoff process. Section 3 introduces user authentication ap-
proaches on MNs. Section 4 analyzes existing approaches. Section 5 gives the results and Section 6
provides a suggestion for best possible approach. Section 7 is conclusion.

2 Scope and level of mobility management

In the handoff process, scope means how big area the solution suits for.On the other hand, mobility
management can be divided into macro mobility, micro mobility, and nano mobility according to
the scope of mobility area [18]. Therefore, the mobility management level hasthe same meaning
of scope in the handoff process.

2.1 Macro mobility

Macro mobility means moving over a large area. One important characteristic ofmacro mobility
is that the IP addresses of MNs change while moving [18]. One example is vertical handoffs
[30] in wireless overlay networks. In vertical handoffs, MNs have multipleinterfaces and their IP
addresses may change. Macro mobility management may happen between different operators or
two parts of big operators. In these situations, handoffs need some kind of agreement between two
operators or two parts of a big operator.

When between two operators, optimization in macro mobility management is much more dif-
ficult to achieve than in micro mobility management. This is because every operator will not allow
storing any secret data as password out of its network [8].

2.2 Micro mobility

Micro mobility means moving over a small area. The IP addresses of MNs do not change while
moving, but the current network knows the movement [18]. One example is the movement between
different APs without the change of IP address. Micro mobility managementhappens within one
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network. The handoffs are processed in the same network and by the same operator. So the
operator can choose different ways to do optimization flexibly.

Micro mobility management happens the most. The optimization will provide a much better
service to users.

2.3 Nano mobility

Nano mobility means moving over a very small area. Only part of the current network knows
the moving and there is no change for IP addresses of MNs [18]. Nano mobility management
happens within a small area of one network. The movement within one AP is an example in which
nano mobility management happens. So, re-authentications during handoffs can use the same
approach as what the micro mobility management uses. For the view of scope,the nano mobility
is like a special case of micro mobility. So in this paper, the micro mobility and nano mobilityare
considered together.

3 User authentication approaches on mobile nodes

The design of the fast solutions decides which type of authentication can beused by nature. We
divide these approaches into three types: password based authentication, certificate based authen-
tication, and intervention needed authentication.

3.1 Password based authentication

In this paper, password based authentication means that the authentication isbased on shared
password. Shared password is a traditional way to do authentication. Thenetwork needs AAA
servers to store the passwords and access control data, e.g. RADIUS[27] and Diameter [5]. Every
AP in the network needs the same shared password to do authentication for acertain MN. In
a non-optimize situation, APs will request authentication result from AAA server on demand.
In this situation, the communication between APs and AAA server become one source of re-
authentication delay.

When people consider how to optimize the performance, one simple idea is to keep some
passwords into the APs to avoid transmission delay. But this has a clear limitation.The operator
will not give any symmetric secret data to copartner because "an authenticator MUST NOT share
any keying material with another authenticator" [8]. This type of optimizing hasa visible boundary
– the border of operator.

3.2 Certificate based authentication

In this paper, certificate based authentication means that the authentication is based on certificates
which use asymmetric key cryptography. Asymmetric key cryptography is becoming more and
more popular these days. In wireless networks, it needs the support from AAA servers or the third
party. When doing handoff, the MN should authenticate itself to APs by usingits private key, while
APs verify the MN by its public key.

In a non-optimize situation, using asymmetric key cryptography will normally cost more than
the symmetric key cryptography since APs have to connect the corresponding server to get public
keys and the calculation of asymmetric key cryptography is slow. But when doing optimization,
the asymmetric key cryptography has one big benefit that its public key is public and it is safe
to transfer the public key in a unsecured network. This suits especially formacro mobility level
solutions.
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3.3 Intervention needed authentication

There are also several authentication approaches which need the intervention of users. Image
based authentication [10] and biometric authentication [9] are good samples of these approaches.
The limitation of this type of approaches is that they can not be done automatically. This type of
approaches do not suit for those approaches which require a full authentication during handoffs.

4 Existing approaches

There exist many approaches to solve the handoff problem. In this section, we focus on introducing
those approaches which can reduce the delay caused by handoff processes.

4.1 Mobile IP

Mobile IP is an approach to resolve the mobility management. It has both IP version 4 (MIPv4)
[23, 21] and IP version 6 (MIPv6) [11]. MIPv4 has Home Agent (HA)and Foreign Agent (FA)
while MIPv6 has only HA. HA and FA are intermediator between MNs and Correspondent Nodes
(CN).

The authentication of Mobile IP is based on the infrastructure in which Mobile IP works with
AAA servers [7]. This infrastructure suits for any AAA protocol. In addition, registration keys
should be created between the MN and the HA or FA to protect the data between them [22].

There are several approaches which try to improve the performance ofthe Mobile IP.

• MIPv6 Fast Handover

Fast handovers for mobile IPv6 (FMIPv6) [24] improves the performance of MIPv6 by doing
Layer 3 handoff steps before Layer 2 handoff steps. There is a tunnel between the new
Access Route (nAR) and the old Access Route (oAR). nAR does authentication and creates
the IP connections (Layer 3) by the data from oAR via tunnel before the handoff happens
in radio (Layer 2). The whole process is described in Figure 1. The onlydelay is the radio
(Layer 2) handoff steps.

In this approach, the optimization comes from doing re-authentication beforethe real hand-
off happens. To choose either password based authentication or certificate based authen-
tication is the same since the layer 3 steps are prior to layer 2 steps and the only delay is
from layer 2 steps. Intervention needed authentication does not suit because of the need
of the re-authentication in the handoff. In practice, FMIPv6 normally usespassword based
authentication. This approach is suitable for all the mobility management levels.

• Hierarchical Mobile IPv6 Mobility Management

Hierarchical Mobile IPv6 Mobility Management (HMIPv6) [28] is an extension to Mobile
IPv6 and IPv6 Neighbor Discovery. This approach is designed to improve the performance
of local mobility by reducing the amount of signaling among the MN, CN, and HA.Mobility
Anchor Point (MAP) is added. In handoffs, the MN sends only one Binding Update (BU)
to the local MAP rather than the HA and CNs to improve the performance is improved. For
example, in Figure 2, when MN moves, it sends BU only to the local MAP – MAP3.

HMIPv6 gets the optimization by altering the mobility management protocol. HMIPv6 uses
password based authentication. Certificate based authentication does notsuit because of its
slow calculation. Intervention needed authentication does not suit because re-authentication
in handoffs needs human intervention. HMIPv6 improves the performanceespecially in mi-
cro mobility and nano mobility level since only MAP needs to be informed in these cases. In
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Figure 1: Fast handovers for mobile IPv6 [3]

Figure 2: Handoffs in HMIPv6 [29]

macro mobility level, HMIPv6 works without optimization because APs must communicate
with AAA server after IP address of MNs changes.

• Fast handover in Hierarchical Mobile IPv6

Fast handover in Hierarchical Mobile IPv6 (F-HMIPv6) [12] aims to combine ideas from
both the FMIPv6 and the HMIPv6 together. Simple combination will incur the triangle
routing as shown in Figure 3. The main idea of F-HMIPv6 is to use MAP to replace previous
Access Router (pAR) in handoff processes. The result is an effective signaling flow as
Figure 4.

F-HMIPv6 reduces both mobility management delay and re-authentication delay. In the
case of micro mobility and nano mobility, the performance of handoffs is increased from
both sending only one packet to MAP like HMIPv6 and to do layer 3 steps before layer 2
steps like FMIPv6. In the case of macro mobility, the performance is still increased, but only
from doing the layer 3 steps first. F-HMIPv6 uses password based authentication. But cer-
tificate based authentication also suits since layer 3 steps are done first. Intervention needed
authentication does not suit because re-authentication in the handoff needs intervention.

4.2 Kerberos

Kerberos is designed to provide authentication for client/server applications [1]. By using symmet-
ric cryptography, Kerberos is a trusted third-party authentication protocol [16]. It benefits users by
providing single sign on.
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Figure 3: Signaling flow of the simple combination of HMIPv6 and FMIPv6 [12]

Figure 4: Effective signaling flow in F-HMIPv6 [12]

Kerberos divides AAA into two parts: Kerberos server and Ticket-Granting Server (TGS).
First, the MN authenticates itself to Kerberos server and get a Ticket-Granting Ticket (TGT). Then,
the MN sends a request with TGT to TGS when it wants to use certain services. The MN will
receive a Service Ticket(ST) from TGS if the request is approved. Then the MN can use the
service with the ST. On the other hand, the TGT data, which is created by Kerberos server when
authentication, are also stored in TGS. In fact, the TGS is working as an access control center.

The delay of re-authentication in handoffs is reduced to zero because there is no re-authentication
action. Either type of authentication suits for Kerberos also because of nore-authentication action.
The MN gets trust just when they have correct TGT. Kerberos suits forsmall areas, where mi-
cro mobility protocols and nano mobility protocols are used, because the change of IP address is
forbidden in Kerberos.

4.3 AP to AP credential

Another approach avoids to use AAA server or trusted third party in the re-authentication in order
to avoid the time cost caused by communication with these servers [2]. The main idea of this
approach is that the past honest behavior can assure the future behavior. Based on this belief,
APs take the place of AAA server or trusted third party. When the MN authenticates to the first
AP, the AP uses the common authentication process. When doing handoffs,the old AP sends the
credential to the MN, the MN sends the credential to the new AP, and then the new AP checks the
credential as some degree of authentication. The delay of handoffs onlycomes from two packets
transmission between MN and the APs. Therefore, the performance of thisapproach is quite good.

In this approach, only the old AP, the new AP and the MN take part in the re-authentication. An
essential requirement is that APs should trust each other. In order to trust the MN, the new AP only
requires that the MN provides the credential from the old AP. If one MN abuses received credential,
the whole network is suffered. On the other hand, the APs must have pre-shared secret or an agreed
method to create new key to protect credential because the credential will be transferred by the MN.
If using the trusted third party to protect the credential, the delay in the communication between
the APs to trusted third party should make the whole approach meaningless.

In order to make APs trust each other, the above requirement requires that handoffs should
happen in networks of the same organization. For wireless network, the scope of one organization
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means micro mobility level or a limited macro mobility level. The optimization in this approach
comes from reducing the delay of re-authentication. Either type of authentication suits for this
approach since no real authentication in handoffs.

4.4 Localized authentications

In a localized network, we have three other choices because there is moretrust in a localized
network.

4.4.1 Key Pre-distribution to APs

One idea to get better performance in handoff processes is to reduce thedelay of re-authentication
by distributing the key material to the AP proactively. This idea is shown in Figure 5. When
doing authentication, the AAA server creates different keys for different APs and saves these keys
in packets. Every AP gets its own packet. When MN does handoff, the newAP just checks the
content of the packet.

There are several approaches [19] [25] [14] which utilize the basic idea slightly differently.
The performance improves evidently: for instance, Arunesh et al. at [19] say that the delay of
re-authentication is reduced to 50 ms as the average while the delay of authentication is approx
800 ms.

The limitation is that APs must be trusted by the AAA server since they will receive the key
beforehand. An approach which achieves the authentication in intra-network should be used. An-
other limitation is that every AP becomes the target of attack since they have the key to access the
network.

Normally, these approaches use password based authentication while certificate based authenti-
cation is also able to be used here. Intervention needed authentication cannot be used here because
the handoff needs re-authentication. Only micro mobility management and nanomobility manage-
ment are suitable for these approaches since these approaches are based on the trust of localized
network.
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Figure 6: IAPP [4]

4.4.2 Predictive authentication

Compared to the solution in Section 4.3, predictive authentication scheme [20] chooses another
way: to do authentications beforehand for a set of APs which are selected by An algorithm called
Frequent Handoff Region (FHR) [20].

According to measurement results in [20], the average handoff latency isabout 6 ms when
using AAA local server and the latency is less than 20 ms when the AAA server is remote.

In this approach, to choose password based authentication or certificatebased authentication
makes no difference while intervention needed authentication cannot be used. But the design of
FHR is very difficult and no good algorithm of FHR exists till now.

This approach is also only suitable for the micro mobility level and nano mobility level since
FHR is designed based on localized network.

4.4.3 Authentication between APs

This type of approaches are very similar with the solution in Section 4.3. The participators are the
same: the old AP, the new AP and MN. The main difference is that the credential is transferred
between APs directly, but in AP to AP credential the credential for re-authentication is transferred
by the path of "old AP - MN - new AP". These approaches benefit from doing re-authentication on
above special way. Either type of authentication can be used. There aretwo existing approaches
in this type of approaches.

• Inter Access-Point Protocol

Compared to AP to AP credential in Section 4.3, in Inter Access-Point Protocol (IAPP) [15]
APs must trust each other and this limits to a micro mobility or nano mobility area. The
benefit is to avoid the cheat of MNs.

Figure 6 shows the process of handoff in IAPP.

• Context Transfer Protocol

Context Transfer Protocol (CXTP) [17] is an experimental protocol about handover. This
approach has also three participators: MN, the new access router (nAR) and the previous
access router(pAR). Each of them can start the process of handover. But the cryptographic
information in handover process is only transferred between nAR and pAR. The perfor-
mance can be increased much more by allowing MN attaching to nAR in advance.

5 Results

Table 1 shows how above approaches improve performance of the handoffs. Most approaches use
various ways to reduce the delay of the re-authentication. However, HMIPv6 and F-HMIPv6 gain
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Method Mobility Man-
agement

re-
authentication

Latency

Mobile IP FMIPv6 - X N/A
HMIPv6 X - N/A
F-HMIPv6 X X N/A

Kerberos - X N/A
AP to AP cre-
dential

- X N/A

Localized Auth. Pre-distribution - X 50 ms [19]
Predictive
authentication

- X <= 20 ms [20]

Auth. between
APs

- X N/A

Table 1: Sources of optimization in handoff processes and sample results from reference for various
approaches (X = used; - = not used; N/A = not available)

benefit from amending the mobility management protocols.
Table 2 describes which types of authentication can be used for each handoff approach. The

approaches, which try to reduce the delay of the re-authentication, can use both password based
authentication and certificate based authentication. Intervention needed authentication only suits
for those approaches which do not require a full authentication in the handoff process.

Table 3 concludes the difference between various approaches in scope. Localized authentica-
tion and kerberos are designed for micro mobility and nano mobility. This limitation gives more
space for the design of these approaches and at the same time, the limitation comes with these
approaches by nature. Mobile IP and AP to AP credential are suitable forthe all mobility manage-
ment levels. But not every approach in these categories can improve the performance of handoff
process in all mobility management levels, e.g. HMIPv6 in macro mobility management.

6 Discussion

After analysis of above approaches, we can find that most current approaches are using password
based authentication. To use password based authentication means the network should have AAA
servers. The communication between APs and AAA servers should be protected by creating ses-
sion keys. Password based authentication also requires different password for different systems or
services. These properties make the collaboration between different operators difficult.

As aforementioned in Section 5, certificate based authentication can replacepassword based
authentication in most of these approaches. PKI is one type of certificate based system. One big
advantage is that PKI uses asymmetric cryptography and the public key is open to everyone. It
brings a chance to do authentication between different operators easily.The other advantage is
that PKI might become an important part in the future 3G network [13]. This means we can share
PKI with other services to reduce the cost. One possibility of increasing performance is to build a
localPublic Key Cache Server (PKCS) to reduce the communication delay to the PKI. This PKCS
is also able to be shared by many other services.

Certificate based authentication has one big limitation that the computation of asymmetric
cryptography is much slower than symmetric cryptography. But this can be ignored when doing
re-authentication by predictive authentication since the re-authentication happens before the real
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Method Password
based

Certificate
based

Intervention
needed

Mobile IP FMIPv6 X X -
HMIPv6 X - -
F-HMIPv6 X X -

Kerberos X X X
AP to AP cre-
dential

X X X

Localized Auth. Pre-distribution X X -
Predictive
authentication

X X -

Auth. between
APs

X X X

Table 2: Various types of authentication in handoff processes for different approaches (X = can be
used; - = cannot be used)

Method Macro Mobil-
ity

Micro Mobil-
ity and Nano
Mobility

Mobile IP FMIPv6 X X
HMIPv6 * XX
F-HMIPv6 X XX

Kerberos - XX
AP to AP credential X XX
Localized Auth. Pre-distribution - XX

Predictive authentication - XX
Auth. between APs - XX

Table 3: Results of comparing various approaches by mobility management level (X = to increase
performance; XX = to increase handoff performance notably; * = can work, but no performance
increase; - = can not work)

handoff and its time cost will not be calculated into the delay of handoffs, orby authentication
between APs since no real authentication process during this process.

We suggest one solution based on the above issues.

1. Asymmetric cryptography is used in authentication. PKI provides the publickey.

2. A PKCS, which stores the public key locally, is created in order to reducedelay of commu-
nication between the public key holder and APs.

3. Various methods are supported to gain optimization in handoff.

(a) APs, selected by using a Frequent Handoff Region (FHR) like predictive authentication
in Section 4.4.2, could get the public key of MN beforehand.

(b) Authentication could be done before layer 2 handoff.
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4. Other benefits by using PKI.

(a) APs could also authenticate to MN .

(b) Intra operator trust could be built on the hypothesis: each AP has its own certificate.

(c) External operator communication could use asymmetric cryptography to protect data
between different operators.

The above approach lies on the establishment of the PKI. If PKI is established all over the
world, the cost will be very small since other services can also uses this infrastructure.

However, this idea has some problem open. For example, key revocation may happen to public
keys stored in PKCS. We have to create a way to let PKCS notice key revocation. We leave these
questions to future work.

7 Conclusions

In this paper, we analyze various fast solutions of handoff between APs. Scope and the type
of authentication are considered. We pay attention to the sources of optimization on different
solutions. Finally, we suggest a solution based on our analysis result.
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